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WHICH CAN HAVE SEVERE BUSINESS 
CONSEQUENCES…

“Someone was fooled by the email from the CEO and used 
his Corp card to send the iTunes gift cards. 
We lost about $5,000.”

—SMB customer• 150 employees

“The only reason we caught it was that it was a 6-digit sales 
order and our sales orders are a 7 digit.”

— SMB customer• 250 employees

“They got someone’s password, and sent an email to our 
CFO, who sent the $40,000 wire transfer.”

— SMB customer• 150 employees

50% of small businesses 
have experienced an attack in the past 
year 1

$149K
average cost of a SMB data 
breach.3

of small businesses that experienced a 
recent cyberattack were not able to 
operate.2

61%

50%

Source:  1&2 Microsoft commissioned Forrester Research, 2020, 3 US and Canada avg recovery costs, Kasperky Lab Report 2019
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https://usa.kaspersky.com/about/press-releases/2018_kaspersky-lab-report-the-cost-of-a-data-breach-continues-to-grow-worldwide


Department of Homeland Security, April 8, 2020, CISA Alert (AA20-099A)

COVID-19 Exploited by Malicious 
Cyber Actors

“…groups and cybercriminals are 

targeting individuals, small and 

medium enterprises, and large 

organizations with COVID-19-related 

scams and phishing emails.”

World, Health Organization, 23 April 2020 News release 

WHO reports fivefold increase in cyber attacks, 
urges vigilance

“Since the start of the COVID-19 

pandemic, WHO has seen a dramatic 

increase in the number of cyber attacks 

directed at its staff, and email scams 

targeting the public at large.”

AMIDST A BACKDROP OF INCREASED 
COVID-19 RELATED CYBERATTACKS
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https://www.us-cert.gov/ncas/alerts/aa20-099a
https://www.who.int/news-room/detail/23-04-2020-who-reports-fivefold-increase-in-cyber-attacks-urges-vigilance


Phishing attacks

Username

***********

Document 

cannot load

1Source: Microsoft Security Intelligence Report Volume 24, February 28, 2019

This was a phishing attack. They just delivered their 

username and password to hackers, who can now 

use it to access email and other online accounts, 

including Northwind Traders systems and data.

A Northwind Traders employee receives an email with a link to 

a secure document, ostensibly from a well-known organization. 

They enter their credentials to view the document, but the 

document fails to load. They move on to other work and 

forget about the glitch.

Increase in phishing email detections from 

January to December 2018 worldwide.1

250%

Challenge

https://www.microsoft.com/securityinsights


Lack of expertise

Not enough resources

Less familiar

Overwhelmed

62% SMBs lack the skills in-house 

to deal with security issues.3
62%

90% SMBs would consider hiring a new 

managed services provider (MSP) if they 

offered the right cybersecurity solution

89% WHY SHOULD 
SMB’s INVEST IN 
SECURITY? 

89% of SMB customers see cyber 
security as the top priority in their orgs 

3 
Underserved and Unprepared: The State of SMB Cyber Security in 2019

90%

SMB customers are not equipped to 
manage IT security on their own
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https://page.continuum.net/resources/downloadables/white-paper/bf/underserved-and-unprepared-the-state-of-smb-cyber-security-in-2019




MICROSOFT’S UNIQUE VANTAGE POINT ON SECURITY

Windows

1.2B+
Azure

1B+
Xbox

65M+
Identity

630B+
Email

470B+
Documents

600B+
Web

18B+

Platforms Transactions

300B
User activities profiled 

and analyzed in 2019

2.3B
Endpoint vulnerabilities 

discovered daily

11B
Malicious and suspicious 

messages blocked in 2019

12B
Cloud activities inspected, 

monitored, and controlled in 2019



Comparison of Microsoft 365 and Office 365 
E3



Call To Action

1) Migrate to Microsoft 365 if you haven’t already done so.

2) Migrate to Microsoft 365 Business Premium or Microsoft 365 E3 

subscriptions if you haven’t already done so.

3) Implement MFA with Microsoft 365 if you haven’t already done so.

4) Leverage tools like Secure Score to see what Security Postures need 

immediate attention.


