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Why?

Cyberinsurance?

Impact

Risk of a breach

Compliance

Reputation

Collaborate

Time and resources
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Why?

Events (always start here)

Incidents

Breaches 

IT or Security 

event

IT Incident

Security 

Incident

Privacy 

incident

Data 

breach
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Getting Started 

Team

Scope
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Response Process

Assign Roles

Communication

Testing

Training
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Build Your Team

Roles

Team Members

Procedures

Training

Communication

Severity Levels

Partners
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Build Your Team

IT/MSP Responsibility

Cyberinsurance carrier 

Responsibility



Copyright © 2023 The Fulcrum Group, Inc.

Build Your Team
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Prep Work

Critical Assets and Data

Risks

Incident Types

Procedures

Contacts

Communication Plans

Partners

Exercises



Copyright © 2023 The Fulcrum Group, Inc.

Prep Work
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Prep Work
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Incident Response Framework

Preparation 

Detection 

Containment 

Eradication 

Recovery 

Analysis 

Post-incident

For ChatGPT, sign up at official website of OpenAI at https://chat.openai.com/auth/login

https://chat.openai.com/auth/login
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Incident Response Framework

Items Gathered During An Incident

Logs considered to be very significant: Firewall, Event logs, Active Directory

Logs considered to be significant: DNS, Web Proxy, Remote Access Authentication, 

DHCP lease, router, IDS/IPS alerts, endpoint security (Antivirus, Antimalware), VPN, 

two-factor authentication, SNMP, SIEM

Live forensic image of RAM and virtualized RAM (if available, also a back-up copy for 

Delta Analysis) on compromised client or servers

Live image of breached servers (not storage pools), to include remote, third-party and 

cloud servers, either as a full export or a back-up copy of the server in its current state

Timeline of events

Physical and virtual network topology

Copy of malware or tools used by suspected offenders

Copies of emails suspected to be malicious with full headers and attachments

Copies of links suspected of causing the breach

Names of organizations and individuals outside your organization who were already 

notified of the incident

Access to real-time IR firm analysis (an IR firm's final report is ineffective for an 

investigative function)

Contact information for your organization's IR Team and/or third-party IR Firm

Contact information for your organization's external counsel, if applicable

Contact information for the PCI Forensic Investigator you have engaged, if applicable 

Visibility of any internal and/or external communications issued by your organization to 

your workforce, customers, and/or the public 
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Attack Scenarios

Identify Threats (according to DBIR)

Social engineering 

Basic Web Application Attacks

System Intrusion 

Privilege misuse

Lost or stolen assets

Mitigating

Recovering
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Attack Scenarios
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Recovery Procedures

Recover 

File

Server

Service

Infrastructure

Site

Restore 

Replace
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Testing

Tabletop Exercises 

Goal- validate IRP 

Designate facilitator (focus) 

Players (active role)

Specific Scenario(s)

Best Practices

use existing plans, policies, procedures, 

and resources to guide

focus on key actions, decisions per 

person, problem solving

Keep time constraints in mind 

low stress, no hidden agenda, no-fault

debrief when done, after action report
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Testing

Debrief questions

Was the exercise scenario realistic for your organization, processes and 

current security posture?

Did communications and processes flow as expected throughout the exercise? 

If not, why and where were the gaps?

What other plans, policies, or procedures would players implement to respond 

to the incident described in the exercise scenario?

On a scale of 1–5 (with 5 being the best), how would you rate your team on 

how well you handled and responded to the incident described in the exercise 

scenario?

Do you have any recommendations for improvements or areas that require 

follow-up?

Is everyone sufficiently familiar with the incident response plan established by 

your organization?

What parties and persons should be involved throughout a cyber-related 

incident? Are roles and responsibilities clearly defined? Are there other teams 

or persons in the organization who should be included?

What actions do all participants plan to take in order to address any 

outstanding issues?



Copyright © 2023 The Fulcrum Group, Inc.

Summary

Get your team around you

You probably need to do some 

groundwork from Identify to cover 

the technical aspects of the plan

Use frameworks and resources to 

learn enough Incident Response

Work out Attack Scenarios, in 

priority

Organize important Recovery 

Procedures

Testing your plan makes it better

Get a better night's sleep
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Resources
NIST CSF- Security framework and pillars https://www.nist.gov/cyberframework

NIST.SP.800-61r2  Computer Security Incident Handling Guide 

https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final

Microsoft Incident Response Guide https://info.microsoft.com/rs/157-GQE-382/images/EN-US-CNTNT-

emergency-doc-digital.pdf

IST/CIS- Blueprint for Ransomware Defense https://securityandtechnology.org/wp-

content/uploads/2022/08/IST-Blueprint-for-Ransomware-Defense.pdf

NIST.SP.800-83r1 Guide to Malware Incident Prevention and Handling for Desktops and Laptops 

https://csrc.nist.gov/publications/detail/sp/800-83/rev-1/final

CISA Cybersecurity Incident & Vulnerability Response Playbooks https://www.cisa.gov/topics/cybersecurity-

best-practices/organizations-and-cyber-safety/cybersecurity-incident-response

NCTCG- Cyber Security Incident Response Planning System 

https://www.nctcog.org/ep/resources/toolkits/cyber-security-incident-response-planning-system

CIS- Incident Response Policy Template https://www.cisecurity.org/insights/white-papers/incident-response-

policy-template-for-cis-control-17

SANS- The Ultimate List of SANS Cheat Sheets https://www.sans.org/blog/the-ultimate-list-of-sans-cheat-

sheets/

State of Texas DIR- https://dir.texas.gov/information-security/cybersecurity-incident-management-and-

reporting

Verizon DBIR 2022- https://www.verizon.com/business/resources/reports/2022-dbir-public-sector-

snapshot.pdf

https://www.nist.gov/cyberframework
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
https://info.microsoft.com/rs/157-GQE-382/images/EN-US-CNTNT-emergency-doc-digital.pdf
https://info.microsoft.com/rs/157-GQE-382/images/EN-US-CNTNT-emergency-doc-digital.pdf
https://securityandtechnology.org/wp-content/uploads/2022/08/IST-Blueprint-for-Ransomware-Defense.pdf
https://securityandtechnology.org/wp-content/uploads/2022/08/IST-Blueprint-for-Ransomware-Defense.pdf
https://csrc.nist.gov/publications/detail/sp/800-83/rev-1/final
https://www.cisa.gov/topics/cybersecurity-best-practices/organizations-and-cyber-safety/cybersecurity-incident-response
https://www.cisa.gov/topics/cybersecurity-best-practices/organizations-and-cyber-safety/cybersecurity-incident-response
https://www.nctcog.org/ep/resources/toolkits/cyber-security-incident-response-planning-system
https://www.cisecurity.org/insights/white-papers/incident-response-policy-template-for-cis-control-17
https://www.cisecurity.org/insights/white-papers/incident-response-policy-template-for-cis-control-17
https://www.sans.org/blog/the-ultimate-list-of-sans-cheat-sheets/
https://www.sans.org/blog/the-ultimate-list-of-sans-cheat-sheets/
https://dir.texas.gov/information-security/cybersecurity-incident-management-and-reporting
https://dir.texas.gov/information-security/cybersecurity-incident-management-and-reporting
https://www.verizon.com/business/resources/reports/2022-dbir-public-sector-snapshot.pdf
https://www.verizon.com/business/resources/reports/2022-dbir-public-sector-snapshot.pdf
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