


NETWORK SECURITY AT HOME

Believe it or not, proper wireless router setup and maintenance doesn’t require you to be a 
network guru. Most modern routers come with easy-to-use software designed to facilitate 
the needs of both standard and advanced users.

Log into your router using its IP address, 
which can be found by simply googling 
the brand name. Type the IP address into a 
web browser and enter the username and 
password. If you don’t know the username 
or password, you will need to reset the 
router to factory default settings.

Change the default admin username 
and password ASAP. Most new routers, 
or recently reset routers, will have the 
username and password default to “admin”. 
Clearly, leaving it set to default is a major 
security fail. You can verify the login 
credentials of your router by checking 
the manual or by searching for the model 
number online.

Change the SSID and password of your 
network. The SSID is the name of your 
network and will default to something 
basic, pre-determined by the manufacturer. 
Change it to something unique and protect 
it with a strong password.

Choose the right encryption. When you 
set up your new SSID and password, you 
will likely see a few options for encryption. 
The one you want is WPA2 + AES. This is 
the most secure standard to date. 

Upgrade the firmware. Like all connected 
devices, your router will have occasional 
firmware upgrades. These upgrades 
often patch security holes. It’s a good 
idea to routinely log in and check for 
new updates, or enable auto-update if 
available.

ABOUT PASSWORDS
Just like a bank account, 
you should create a strong, 
unique password for your 
WiFi network. Don’t use your 
home address or your phone 
number or the name of your 
cat. Develop something that’s 
easy for you to remember and 
hard for others to guess!

WHAT ABOUT HIDING THE SSID? 
Some routers offer an option to hide your SSID, 
which means it won’t show up when devices 
scan for WiFi. This feature might seem secure, 
especially if you live in a large complex with 
several neighbors, but in reality, it offers no 
additional security, and may cause connection 
issues. For more info about why you shouldn’t 
hide the SSID, read this article https://www.
techjunkie.com/should-broadcast-wifi-ssid/.

WHY YOUR PERSONAL SECURITY MATTERS TO US
We believe that a culture of strong human firewalls prioritizes personal, as well as, 
organizational security. We want to arm you with knowledge so you can protect your 
family’s data the same way you protect data here at work. We encourage you to develop 
your own security policies at home to protect yourself, your friends, and family! 

HERE’S A QUICK STEP-BY-STEP
GUIDE TO GET YOU STARTED:
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Protect Your Family
From Cybercrime   

Create a Social 
Media Policy

Social engineers use social 
media to gather intel on their 
next targets. Prevent this from 
happening to you and your loved 
ones by creating a social media 
policy. Specifically define what 
info may be posted. Highlight the 
dangers of friending strangers 
(especially for young people). 
Consider setting profiles to private 
so that only approved individuals 
can see what you post. 

HOW TO
Institute Password Requirements
From smart devices to personal email accounts, strong passwords still rule 
as one of the most important elements of personal security. Make sure your 
household prioritizes them by implementing a set of minimum guidelines. 
For example, you could require the use of passphrases (strings of words 
that are easy to remember and hard to guess) for all online accounts, and 
prohibit using the same password twice. We also recommend getting 
a password manager, which creates, stores, and syncs all of your login 
credentials across multiple devices. 

Don’t Forget
About Junk Mail
Mail fraud uses some of the same techniques as phishing scams and often targets older adults. 
Teach your family how to spot scams, like phony job offers and fake sweepstakes, and consider 
registering your address with services that reduce the amount of junk mail you receive. 

Manage Your Apps 
Before downloading and installing any app on any device, 
do some research and make sure the app in question is 
trustworthy. Turn on auto-update wherever it’s available. And 
clean up your devices by removing apps you no longer use.

Downtime Is Goodtime 

Spending time away from screens, and disconnecting from the internet, is not only good for your family’s 
relationship, it’s also good for your health. Multiple studies over the last few years have found a link between 
excessive smartphone usage and depression and anxiety. To that end, smartphone addiction is now one of the 
biggest concerns hitting young people. Combat this by scheduling time to unplug. Spend a night in the analog world 
and away from the many distractions of the internet! 

Game With Caution
For the gamers in your household, make sure they don’t reveal 
their identities or any sensitive info to strangers. Consider 
implementing parental controls that track how long your kids 
play and who they interact with. Teach your family about 
the dangers of cyberbullying! After all, gaming is simply 
another version of social media, which means it presents 
all the same dangers and then some.
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 Have you ever searched for something and then suddenly an ad 
related to that search shows up in your social media feed? What about 
an ad for something you didn’t search for and only talked about buying? 
It’s sometimes creepy, but believe it or not, the majority of targeted 
advertisements aren’t the result of your phone spying on you.
 Companies like Facebook and Google have developed robust data 
mining technologies that create profiles of end users for accurate targeted 
ads. They don’t need to eavesdrop on your phone’s microphone to predict 
which shoes you’re interested in. They collect that information from 
previous purchases, previous locations, people you’re friends with, pages 
you like, the city you live in, and on and on.
 If you want to avoid or, at least, reduce targeted ads, don’t allow apps 
permission to access your microphone (some apps do access your mic 
to collect data), avoid using traditional browsers and search engines, and 
install browser plugins that block tracking data.

Is Your Phone Spying on You?

Most devices are built with the 
ability to be located and erased 
remotely. For Androids, simply 
install the “Find My Device” app 
and enable it. For iPhones, ensure 
that “Find My iPhone” is enabled 
under settings. With those services 
activated, you can locate your 
device from a computer, ping it 
to ring, send it a message and, if 
necessary, completely erase all of 
your personal data.

DUDE, 
WHERE’S MY PHONE?

 Our smartphones can remember 
the networks they connect to, 
so you don’t have to enter in a 
password every time you want to 
access the internet. This is a great 
function… for your private home 
network. However, it’s a major 
security risk when connecting to 
public networks. Cybercriminals 
sometimes spoof common 
networks and trick your phone into 
connecting to their rogue network 
instead of the legit one, which gives 
them access to your data! Avoid 
this by disabling auto-connect on 
public networks, carefully choose 
which networks you connect to, and 
always use a VPN on public WiFi. 

Short for virtual private network, VPNs provide an 
encrypted connection that prevents cyber thieves from 
eavesdropping on your traffic and potentially stealing 
your data. But be wary of which VPN you choose! Security 
researchers discovered that several VPNs have little or no 
privacy policies and could be sharing user behavior and 
tracking activity. When selecting a VPN, do some research. 
Ensure the developer is transparent in their commitment 
to privacy. And avoid free versions that offer minimum info 
about the app and the developer in question.  

VPN

FORGET 
ABOUT IT

MOBILE DEVICE 
   SECURITY
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