
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

THE FULCRUM GROUP STEPS IN TO RESCUE 

CRITICAL COMMUNITY SERVICE PROVIDER 

FROM ‘PERFECT STORM’   
MEDSTAR EMERGENCY MEDICAL SERVICES 

 

 

 MedStar EMS found itself in the midst of a “perfect storm” of technology winds that included insufficient server 

hardware for rapidly growing needs, inadequate backups, a massive virus attack and the resignation of a 

network manager at the firm. The Fulcrum Group stepped in and provided immediate response to an April 1, 

2009 Conficker virus attack and redesigned services to ensure stability for day-to-day operations.  

 

///    CASE STUDY 

CLIENT PROFILE 

  

www.medstar911.org   

Established in 1986, MedStar 

EMS provides advanced life 

support ambulance service 

to 421 square miles and 

more than 860,000 residents 

in Tarrant County. MedStar 

responds to about 100,000 

emergency calls a year with 

a fleet of 47 ambulances. 

 

Industry: 
911/EMS Services 

Headquarters: 
Fort Worth, Texas 

Employees: 300+ 

 

 

 

MedStar Requires Systems that Can Be Relied on in a Crisis.  

For MedStar EMS, every call is critical. As the exclusive emergency and non-

emergency ambulance service provider to 15 Tarrant County cities – including 

Blue Mound, Burleson, Edgecliff Village, Forest Hill, Fort Worth, Haltom City, 

Haslet, Lakeside, Lake Worth, River Oaks, Saginaw, Sansom Park, Westover Hills, 

Westworth Village, and White Settlement – day-to-day business is a life-and-

death concern at MedStar.  

Reliable and available technology systems are a must for MedStar’s daily 

operations. In order to carry out its mission, the organization maintains constant 

communications with other emergency providers as well as its own emergency 

medical vehicles.  

“We remain in constant communication with all of our emergency vehicles on 

the street,” said Joyce Brown, associate director of MedStar. “As ambulances go 

on calls, we reassign other ambulances to those areas to ensure that all areas 

receive adequate coverage. If we lose communication with any of our units, it 

could be possible that some areas would not have adequate ambulance 

coverage. We simply can’t accept deficiencies in our technology systems.” 

Brown said that business solutions are also a high priority for MedStar, which 

works with clients and insurance providers for billing purposes and maintains 

operations for a busy and dynamic support staff to ensure that all operations run 

smoothly. 

MedStar Management Sought Upgrades and Stability. 

Earlier IT management had “made do” with outdated technology and focused on 

short-term solutions rather than long term needs. Moreover, “best practice” 

design of anti-virus tools, patch management and network backups had been 

neglected, leaving the organization vulnerable to internal and external threats. 

Brown and MedStar executive director Jack Eades made the decision that an IT 

audit would be necessary to determine what deficiencies existed in MedStar’s 

technology systems.  

 

http://www.medstar911.org/


              

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

             

  

 

 

 

 

 

Complete Systems Audit Paved Path for Secure, Reliable Systems. 

“The Fulcrum Group was brought on board initially for a complete audit of our 

IT systems,” said Brown. “We knew there were some shortcomings even 

before The Fulcrum Group came on board, because we couldn’t go through a 

day without having some technology-related issue.” 

The Fulcrum Group recommends organizations require external network 

audits be performed regularly, just as they would have a Certified Public 

Accountant review their accounting. This helps to ensure that all systems 

remain in peak operating condition, standard practices are followed, 

documentation is updated, and a baseline is created in contrast to corporate 

business goals. 

“The baseline for MedStar was crucial,” said Steve Meek, the president of The 

Fulcrum Group and the project principal for MedStar. “When the network is 

crashing daily, management leaders need a huge impact right away and 

answers. We need to be focused on improvements that have the biggest 

impact soonest. The audit helps us determine focus points.”  

Meek said that the analysis quickly identified areas in which MedStar could 

better tune existing systems. Once these areas were stable, the organization 

could implement application upgrades to improve its health care and billing 

workflows.  One deficiency, a lack of updated anti-virus software, quickly 

manifested itself into what could have turned into a crisis situation. 

  

“At about the same time all of this was going on, we were hit by the Conficker 

virus,” said Brown. “At one point, we lost all of our payroll data and were 

looking at the possibility of having to re-input all of that data manually. It was 

literally the perfect storm, but The Fulcrum Group was able to take care of the 

virus issue and get all of our data back – they did some unbelievable work.”  

Paul Trusty, who had worked for MedStar’s IT department from 2001 to 2005 

returned in early 2009 as the organization’s IT director, said that after the 

initial audit, The Fulcrum Group ended up working around the clock for the 

next three weeks to correct operational shortcomings in MedStar’s technology 

systems. 

“Working with MedStar is a very rewarding experience,” said Meek. “Their 

ambulances run 24x7. Sometimes while we are working, we overhear CAD 

(computer-aided dispatching) dispatchers talking people through emergencies. 

MedStar embraces technology to advance the cause of patient safety.” 

Business Needs 
Addressed: 
Eliminate downtime 
Correct IT deficiencies 
Create expandable 
systems 
IT Outsourcing 
Help Desk / Support 
Security 
 
 

“Working with The 
Fulcrum Group has been 
wonderful. Everyone has 
been calm, professional, 
and helpful with both 
their time and advice. For 
us, it’s really about peace 
of mind.” 
–  Joyce Brown, Associate 
Director for MedStar EMS 
 
 

“The most important 
thing was that we 
eliminated downtime.” 
–  Paul Trusty, IT Manager 
for  MedStar EMS 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
 
 
 
 
 

 

“MedStar took on a number of 

important technology  initiatives … to 

advance the cause of patient safety.” 

− The Fulcrum Group president 

Steve Meek (pictured, front, with 

MedStar’s Paul Trusty  and Frank 

Acosta) 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Services featured: 
SPOT Monitoring 
Network Systems  
IT Audit  
Consulting   
Implementation 
Fractional CIO 
Security 
Backup 
 
 

“It is important that 
organizations maintain 
their technology systems 
in excellent working order 
and replace or upgrade 
new hardware and 
software as necessary. 
Limping by with outdated 
and inefficient tools costs 
money immediately in 
productivity and long-
term if companies have to 
replace equipment in a 
crisis situation rather than 
through careful planning   
–  Steve Meek, President, 
The Fulcrum Group 

 

 

 

 

 

 

 

 

 
 
 
 
 
 

 

 

New Systems and Improved Reliability Provide Forward Momentum. 

Trusty said that replacing outdated equipment was a major priority for 

MedStar.  

“A key priority for us is the management of incoming 911 volume. We have to 

retrieve and manage the data to dispatch units and assign them,” he said. 

“One of the most difficult things about our business from a technology 

standpoint is that all the ambulances in the street must be connected into the 

network. This really expands the local area network into a very large area.” 

Trusty said that while MedStar was able to get by with some of its old 

hardware – including the organization’s core server that managed critical 

tasks, which was originally put in place in the late 1990s – the IT team was 

constantly scrambling to fix little issues that came up, rather than focusing on 

forward planning for the growing area.   

 

The Fulcrum Group worked on such projects as correcting the VMware server 

environment and a SQL cluster, adding new physical and virtual servers, 

upgrading of the network infrastructure, increasing UPS capacity, upgrading to 

Exchange 2007, adding storage and configuring more redundancy, and adding 

24x7 network monitoring and alerting. In addition, The Fulcrum team worked 

with MedStar’s three-person IT team and its main application vendor to create 

an Emergency Operations Center to act as a fail over disaster recovery site. 

Because the organization handles patient data, MedStar is required to comply 

with technology security rules of the Health Insurance Portability and 

Accounting Act aimed at protecting medical and personal records from outside 

threats.   

The organization’s security posture was also enhanced with improvements to 

firewall and VPN configuration, corrected SPAM and e-mail virus filtering, Web 

content filtering and improvements to user Group Policy.  

“MedStar has had three different IT managers over the past few years,” said 

Meek. “Three different people mean at least three different ways of solving 

technology problems. We worked early on reestablishing naming and IP 

addressing standards.” 

 

 

 

Steve Meek, Paul Trusty 

and Frank Acosta with 

one of the ambulances in  

MedStar’s  

state-of-the-art fleet. 



Problem Resolved: SPOT’s Got Your Back! 

“Once the initial issues were resolved, MedStar signed on as customers for 

SPOT Monitoring,” said Trusty. “This took a lot of the day-to-day concerns 

about systems off of our shoulders, allowing us to focus more on more 

forward-looking concerns.”   

The proactive capabilities of SPOT Monitoring Services have enabled 

MedStar to trend performance, get alerts from servers and devices, to 

reduce and contain its technology costs, anticipate future system 

requirements and maintain an online asset list. 

For MedStar employees, The Fulcrum Group was able to restore peace of 

mind when it comes to dealing with their technology systems. 

“The most important result was that we eliminated downtime,” said Trusty. 

“For instance, before MedStar partnered with The Fulcrum Group, the end-

users had given up being able to use their e-mail. Day-to-day systems that 

they needed to do their jobs didn’t work, and they had just stopped 

expecting things to work. “Now everything works for them. They can rely 

on their systems.” 

 

 
 

MedStar and The Fulcrum Group: A Dynamic Partnership. 

“MedStar is a great organization,” said Meek. “They provide a vital service 

to the community, and we are very happy to be a part of their efforts. We 

feel privileged they consider us to be a part of their team. It feels great to 

think that we are also helping them to potentially save lives.”  

“The Fulcrum Group made this process as easy as it could be,” said Brown. 

“They helped us through what could have been a crisis situation, and now 

we have the working tools our employees need to do their jobs. Even 

better, we can look forward with our technology systems instead of 

constantly having to worry about them.”  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    

    

             

        

 

 

 

 

The Fulcrum Group 
5600 Egg Farm Road 
Suite 452 
Keller, Texas 76244 
 
phone: 817 337 0300 
visit: www.fulcrumgroup.net 
e-mail: info@fulcrumgroup.net 
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HIGHLIGHTED SOLUTIONS 
AT MEDSTAR 

 
 VMware vSphere 4 

 Cisco ASA firewall and 
Catalyst switches 

 Trend Micro anti-virus 

 Dell servers 

 Exchange 2007 Server 

 Symantec Backup Exec 
12.5 

 Windows 2008 Server 
 
 
 
 
 

 
SPOT 

 SPOT Monitoring Services 
 

 
 
 
 
 
 

 
 

 
 

 

A MedStar dispatcher utilizes systems engineered by The Fulcrum Group to 

direct ambulances and save lives.   

http://www.fulcrumgroup.net/

